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10™ July 2019

To

The Principal,
S.K.S.D MahilaKalasala,
Tanuku.

Respected sir,
Sub: Guest Speaker Invitation

The department of Computer Science wishes to conduct a One-Day workshop on
“Network Security & Cryptography” for Il BSc | Semester students of our college on 18-07-
2019 from 10 AM to 1 PM.

Kindly depute one of your Computer Science faculty members as a resource person
to deliver an expert lecture on “Network security & Cryptography”. We believe that your
contribution to this field is unparalleled and a workshop on this topic will be of great

benefit.

Thanking you.

Yours Sincerely
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Smt. KONDEPATI SAROJANI DEVI MAHILA KALASALA

(DEGREE & PG. COURSES) (AUTONOMUS)
(Grant-in-Aid Institution, Affiliatedto Adikavi Nannaya University)

i@\ﬁ e - Accredited at the B+ Level by NAAC

A
Old Town, TANUKU - 534 211, W.G.Dt. (A.P.)

Principal (FAC) Fax : 08819 - 225369 Email : womens_sksd@yahoo.com
11" July 2019
To
The Principal,
B V Raju College,
Vishnupur,

Bhimavaram.

Respected sir,
Sub: Acceptance of Invitation to Seminar

Thank you for your invitation to the workshop on “Network Security & Cryptography”
hosted by Department of Computer Science on 18-07-2019 from 10 AM to 1 PM.

[ am happy to inform you that Mr. N S V N A Kumar, M.C.A., (M.Tech.,) HOD of
Computer Science will be in the resource person. Please send more information about this

workshop directly to my attention.
As mentioned in your letter, this is an excellent opportunity to enhance our working

relationship. We look forward to it!.

Thanking you.

o
/9. Noga. f
ours Sincerely - :

Principal (FAC)
S. K. S. D. Mahila Kalasala

(Degree & PG) (Autonomeus)
Re-Accredited by NAAC at B+
TANUKU - 534 211, W.G. Dt., (A’A.IPJ
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CIRCULAR

Date: 12'" July 2019

It is informed to that; the department of Computer Science is conducting a One-Day

workshop on “Network Security & Cryptography”

for IT BSc III Semester Computer

Science students by Mr. NSVNA Kumar, MTech HOD of Computer Science, SKSD

MahilaKalasala, Tanuku on 18

consult Mr. B Naresh to enrol your names.
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July 2019 from 10 AM to 1 PM. Interested students could






B V Raju College
Vishaupur::Bhimavaram

Workshop on Network Security & Cryptography
Department of Computer Science

Date: 18-07-20i9
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I BSc (MECs,MPCs & MSCs)
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Network Security
Cryptography

NSV N A Kumar, MTech

HOD, Department of Computer Science
S K S D Mahila Kalasala

The art of war teaches us to rely not on the
likelihood of the enemy’s nol coming, buf on our
own readiness o receive him; not on the chance of
his not attacking, but rather on the fact that we
have made our position unassailable.

—The Art of War, Sun Tzu

Prevention is better than Cure.
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Timeline; Art of WAR
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Information Security

Computer Security - gensric name
for the collection of tools designed to
prertect data and to thwart hackers.
Network Security - measures to
protect data during thels transmission.
Internet Security - measures 1o
protect data during their transmission over &
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Pr toan d infor system
* Objective: secunty with preserving Information system
Resource with
»Integrity
»Availability
»Confidentiality
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Levels of Impact

»There are 3 levels of impact from a
security breach
1. Low
2. Moderate
3. High
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* Security Breach may have a limited adverse effect on
organizational Operations, organizational assels, or individuals
* Ex:lossof confidentiality, integrity, or availability might

1. cause a 4 d in mission ¥ t0 an exien: and durarion
that the @rganization is able 1o porform itx Primary functions. but the
oBectiveness of the functions is Roticeably reducad,

2. rosult tn minor damage to Organizafional gsgats
3 result in minor Bnancial loss, o

4 Fosult in minor harm 1o tndvidasls

W amy 1

Moderate Impact

+ May have a serious ad effect on izational op
organizational assets, or individuals
* Ex'The loss might
I. cause a ! d in mission eap Y 1o an extent
mmnmmhocmnnuuuampouwmﬂlﬂhm’y
funy ., but tho offe of the fu is significantly
toduced.
2. resultin damage o assots;

3 result in significant financial loss; or
1 rvmthharmlolndlndul!l!hnl“mmhhno!
life or serious, We-throatening injuries.
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* May have a severe or calastrophic adverse effect on

or I | operations, org | assets, or
* Ex The loss might
1. causs a sevore degradation in or loss of mistion capability to an
extent.and duration that the Organization is not abls to perform one
or more of its primary functions;
2. yosuM in major damage to organizational assels,
3. vesult in major finasncial loss;er

4 result in severe or 'Phic harm to indj hg loss of
Life or saricus life throatening injurias,

uwams s

Examples of Security Requirements

© Confidentiality - student grades
* lmegaty — patient information
* Awallabilty ~ authentication service

* Authenticity (Origin Integrity)-admission
Ticket

* Non-Repudiation-stock sell order

172019 '}

HACKING Ex: exploiting Browser Vulnerability
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Computer Security Challenges

I Notsimple - easy to get it wrong

2 Must consider Potential attacks

2 Procedures used counter-intuitive

4. Involve algorithms and secret info

& Must decide where to deploy mechanisms
6. “Unusable security is not secure”

18072015 1




Standards Organizations

* National Institute of Standards & Technology (NIST)
* Internet Society (IS0C)

* International Telecommunication Union Telecommunication

Standardization Sector (ITU-T)

* Inlernational Organization for Standardization (ISO)

* RSALabs (de facto)

w7209

Security Aspects

*  There are THREE aspects of information security:
1 SECURITY ATTACK
n SECURITY MECHANISHM (CONTROL)
18 SECURITY SERVICE

*  Diffarumco Betwsen Thma, Valnarability and an Aftack £

- m-—.pmnumuahmdmnn
=~ Vuloerability ~a wray by viuch loss can happen
= mud-m-—nuumlemnmm.wmwwwmm

services
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Classify Security Attacks

PASSIVE ATTACKS - eavesdropping on, or monitoring of, transmissions to
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ACTIVE ETTACKS - modification of data stream to ] o [ 7
- masuerade of cae eniiry as somme oiber —
e
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MOty resmgen in biunsd —
= denial of service Lif bt ]
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Active Attack: Fabrication
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other comms facliny
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Active Attack: Replay
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~ Handling Attacks

Q Passive attacks - focus on Prevention
— Easy to stop
—Hard to detect
Q Active attacks - focus on Detection
and Recovery
- Hard to stop
— Easy to detect

18072019 n

Security Services

* X.800: a service provided by a protocol layer of
communicating open systems, which ensures adequate
security of the systems or of data fransfers

+ RFC 2828 : a processing or communication service
provided by a sysiem to give a specific kind of

protection to 8system resources

* X.800 defines it in 5 major categories

18073019 0

Security Service

—enhance security of data processing systems
and information transfers of an organization

~intended to counter security attacks

—using one or more security mechanisms

~often replicates functions normally
associated with physical documents

* which, for example, have signatures, dates; need
Protection from disclosure, tampering, or
destruction; be notarized or witnessed; be
racorded or licensed

073018 H




OS] Security Architecture

* ITU-T X.800 “Security Architecture for
0os1”

* defines a systematic way of defining and
providing security requirements

* for us it provides a useful, if abstract,
overview of concepts we will study

18072018

Security Services (X.800)

* RUTHENTICATION - that the g entity is the one
claimed

* KACCESSCONTROL-p ion of the horized use of &

* DATE CONFIDENTIALITY -protection of data from unauthorised
disclosure

* DATA INTEGRITY - assurance that data received is as sent by an
authorized entiry

* NON-REPUDIATION - protection against denial by one of the parties in
i ;

* AVAILKBILITY - resource accessible/usable

w0 "

Security Mechanisms (X.800)

* Specific security mechanisms:

= enapherment, digital signatures, access controle, dats integrity,
authentication exchange, traffic padding, routing control,
notarization
* Pervasive security mechanisms
- trusted functionality, security labels, svent detection, security

audit trails, security recovery

isar.018 n

Security Mechanisms (X.800)

+ a.k.a. control

* feature designed to detect, prevent, or
recover from a security attack

* no single mechanism that will support all
services required

+ however one particular element
underlies many of the security
mechanisms in use;
—cryptographic techniques

* hence our focus on this topic

o u

Security Mechanisms (X.800)

* specific security mechanisms:

—encipherment, digital signatures, access
controls, data integrity, authentication exchange,
traffic padding, routing contfrol, notarization

* pervasive security mechanisms:

—trusted functionality, security labels, event
detection, security audit trails, security recovery

i8-07-2019 B
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DEPARTMENT OF COMPUTER SCIENCE

EVENTNAME: nJebwostl Secusfty £ Oryt 0% aphey
DATE: (@-%-200

PARTICIPANT FEEDBACK FORM

Name of the Student : T Hounfra
Register Number P 18211 F (02086
Course & Group . TH HPCS
Contact Number : QU3 e 7E€
Email ID ;. Mounfra a @ e
Future events you are expecting :

How do you rate the event conducted: 1/ 2/3/X75

v ),

Are you satisfied with event conduction: Yes/No

Comments or Suggestions
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DEPARTMENT OF COMPUTER SCIENCE

EVENT NAME: N ol (5 09,1 Secuqiig £ Coy Phg?‘(aPhgj
DATE: is,o—l__zo ‘q

PARTICIPANT FEEDBACK FORM

Name of the Student : Gr.‘?a\/a‘*n? * '
Register Number 1931 713T130H

Course & Group P MEds

Contact Number 1 96529926149

HHID *Pavami - Gowre)a @ gmail-com

Future events you are expecting :
How do you rate the event conducted: 1/2/3/4/5
Are you satisfied with event conduction: Yes/No

Comments or Suggestions

‘ (t+zvom?
Signature of the student
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B V RAJU COLLEGE

VISHNUPUR::BHIMAVARAM

DEPARTMENT OF COMPUTER SCIENCE

EVENTNAME: N etuwoxk Scmsn‘ihx & Cmdp\ﬁﬁm(v\md
DATE: |R-03 — Q09

PARTICIPANT FEEDBACK FORM

Name of the Student . ¢l -Tejo&‘mf

Register Number c 1IR3 IQARS

Course & Group P Mecs

Contact Number 1 Qo944 Y 33\;’

Email ID : Tej’a%% chatoat @ 9 woill: ceme

Future events you are expecting :
How do you rate the event conducted: 1/2/3/4/5

Are you satisfied with event conduction: Yés/No

Comments or Suggestions

C(/\~Te°aﬁ91.‘

Signature of the student
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DEPARTMENT OF COMPUTER SCIENCE

SvENTNAME: Nekoog, S SeCustby & YOGy

DATE: ‘\8 3 ’&O\O\
PARTICIPANT FEEDBACK FORM

Name of the Student : N Booo.

Register Number t gz |3 \23 356

Course & Group P MECs— 11V

Contact Number P AZHI$QARE T -

Email ID F Poojo\2 9 @ 9emeil com .

Future events you are expecting :

5
How do you rate the event conducted: 1/2/3/4/5

\/
Are you satisfied with event conduction: Yes/No

Comments or Suggestions : o SL@B%&‘O‘(\& _

N Poio. .

Signature of the student




